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Resumo

Contexto: A medida que os sistemas de inteligéncia artificial (IA) tornam-se cada vez
mais integrados a sociedade, garantir que os profissionais da computagao estejam prepara-
dos com competéncias éticas é uma preocupacgao crescente. Embora muitas diretrizes
internacionais enfatizem principios éticos no desenvolvimento de TA, sua integracao nos
curriculos de computacao continua sendo inconsistente, especialmente no Brasil. Obje-
tivo: Este estudo investiga as percepcgoes de estudantes de computagao sobre principios
éticos em TA, sua autoavaliacdo quanto a preparacao para aplica-los e a presenca de disci-
plinas com foco em ética nos curriculos de graduagao. Método: Realizamos uma pesquisa
com 56 estudantes de graduagao em computagdo da Universidade de Brasilia (UnB). O
questionario incluia itens na escala Likert sobre o grau de familiaridade dos estudantes
com 21 principios éticos da TA, sua percepcao sobre a importéncia desses principios e se
tais topicos foram abordados ao longo do curso. Estatisticas descritivas foram utilizadas
para analisar os resultados, os quais sdo discutidos a luz da literatura. Resultados: A
maioria dos estudantes percebe os principios éticos como importantes e relatam alto grau
de concordancia quanto a sua relevancia para a pratica profissional. No entanto, existe
uma lacuna significativa entre a importancia percebida e a exposi¢ao curricular: embora
a maioria dos estudantes concorde com a necessidade de aprender principios éticos du-
rante a graduagao, um nimero substancial relata nao ter tido uma disciplina dedicada ao
tema. Alguns principios, como Privacidade, Justica e Transparéncia, foram classificados
como altamente importantes e bem compreendidos, enquanto outros, como Prosperidade
e Solidariedade, apresentaram menor familiaridade. Conclusoes: Os achados destacam
a necessidade urgente de integrar disciplinas especificas de ética nos curriculos de com-
putagao. A alfabetizagao ética é importante ndo apenas para a competéncia técnica, mas
também para a tomada de decisoes responsavel no desenvolvimento de sistemas de IA.
Trabalhos futuros incluem expandir o estudo para outras institui¢oes e explorar estratégias

pedagbgicas para o ensino de ética em IA nos cursos de computacao.

Palavras-chave: educacao de ética, ética integrada, curso de ética, educacao superior,

ensino e aprendizado interdisciplinar
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Abstract

Context: As artificial intelligence (AI) systems become increasingly integrated into so-
ciety, ensuring that computing professionals are equipped with ethical competencies is a
growing concern. While many international guidelines emphasize ethical principles in Al
development, their integration into computing curricula remains inconsistent, especially
in the Brazilian context. Goal: This study investigates computing students’ perceptions
of ethical principles in Al, their self-assessed preparedness to apply them, and the pres-
ence of ethics-focused disciplines in undergraduate curricula. Method: We conducted a
survey with 56 undergraduate computing students at the University of Brasilia (UnB).
The questionnaire included Likert-scale items on students’ familiarity with 21 Al ethical
principles, their perceived importance, and whether these topics were covered during their
studies. Descriptive statistics were used to analyze the results, and we discuss them in
light of related literature. Results: Students overwhelmingly perceive ethical principles
as important and report high agreement with their relevance to professional practice.
However, a significant gap exists between perceived importance and curricular exposure:
although most students agree on the need to learn ethical principles during their stud-
ies, a substantial number report not having had a dedicated course on the topic. Some
principles, such as Privacy, Justice, and Transparency, were rated both highly important
and well-understood, while others like Prosperity and Solidarity showed lower familiar-
ity. Conclusions: The findings highlight the urgent need to integrate dedicated ethics
courses into computing curricula. FEthical literacy is important not only for technical
competency but also for responsible decision-making in AI development. Future work
includes extending the study to other institutions and exploring pedagogical strategies

for teaching Al ethics in computing programs.

Keywords: ethics education, embedded ethics, ethics course, higher education, interdis-

ciplinary teaching and learning
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Chapter 1
Introduction

In recent years, the field of Artificial Intelligence (AI) has undergone a profound transfor-
mation, marked by its rapid expansion across sectors such as healthcare, finance, public
safety, and education. This explosion of applications has sparked widespread concern
about ethical issues—ranging from fairness, transparency, and privacy to accountability,
explainability, and sustainability [6, 7, 8]. Despite broad consensus among scholars, prac-
titioners, and international organizations on the relevance of ethical principles in Al their
practical implementation remains challenging [9]. Well-publicized cases involving racial
bias in facial recognition and misuse of personal data illustrate the real-world implications
of ethical shortcomings in Al systems [10].

This scenario reveals a deeper structural issue: the ethical literacy gap among com-
puting professionals. While developers and engineers are increasingly responsible for deci-
sions with profound societal consequences, many have received limited—if any—training
in ethics and responsible innovation. This lack of preparation creates an urgent demand
for ethics education embedded in computing curricula, enabling future professionals to
critically reflect on the broader impacts of the systems they build.

Although ethics in computing has been debated in academic contexts for over five
decades [11], the urgency has intensified with the global adoption of AI systems. The
proliferation of digital technologies and the growing complexity of algorithmic decision-
making make it imperative to revisit the role of ethics in undergraduate education [12].

Recent studies have emphasized the need to strengthen ethics teaching in computer
science programs [13, 14, 15|, yet research on this topic remains scarce, especially in
Global South contexts such as Brazil [16]. Many Brazilian institutions still lack structured
approaches to ethics instruction, and where present, such content is often treated as
peripheral or purely theoretical [17].

This study aims to address this gap by analyzing students’ perceptions of Al ethical

principles within the undergraduate computing programs at the University of Brasilia



(UnB). Specifically, we investigate (i) students’ familiarity with and perceived importance
of 21 ethical principles commonly cited in Al ethics frameworks; and (ii) whether students
report having received formal education on these topics during their degree.

To this end, we conducted a quantitative survey with 56 students enrolled in UnB’s
computing programs. The questionnaire included Likert-scale items regarding students’
agreement with, and relevance attributed to, each principle. The results reveal that while
students overwhelmingly recognize the importance of ethical principles in their future
professional activities, a considerable number report not having studied these topics in
depth during their coursework.

These findings highlight the need for more robust curricular strategies to ensure future
professionals are equipped to design Al systems responsibly.

The remainder of this article is organized as follows: Section 2 presents related work on
ethics education in computing; Section 3 details the methodology; Section 4 presents the
survey results; Section 5 discusses implications for computing curricula and professional
practice; Section 5.3 outlines threats to validity; and Section 5.4 concludes with directions

for future research.



Chapter 2

Related Work

2.1 Al Governance

The rapid proliferation of artificial intelligence (Al) technologies has sparked a correspond-
ing surge in academic, regulatory, and societal interest in understanding and managing
their ethical implications [6]. This rise has been accompanied by a growing number of
ethical controversies involving Al systems—ranging from racial bias in facial recognition
to opaque decision-making in algorithmic platforms [15, 14, 18]. In response, numerous Al
ethics guidelines have been published by governments, academic consortia, and standard-
setting bodies [7, 19, 6, 20, 21, 5. While these documents often converge on high-level
principles such as fairness, transparency, and accountability, their practical implementa-
tion remains a significant challenge.

As pointed out by Morley et al. [9] and Cerqueira et al. [5], many of these guidelines
are perceived by practitioners as abstract, aspirational, and difficult to translate into
technical requirements or governance processes. This gap between principle and practice
contributes to what scholars have termed the Al ethics crisis. Moreover, there is still no
universal agreement on the core ethical principles that should guide Al development and
deployment [7, 19], further fueling regulatory fragmentation and uncertainty. Although
the European Union has taken a pioneering step with its 2023 AI Act!, most countries
remain on the periphery of international governance discussions [6].

In this context, the systematic literature review by Batool et al. [22] offers valuable in-
sights by mapping 28 Al governance frameworks across four key dimensions: who governs,
what is governed, when, and how. Their analysis shows that few existing approaches effec-
tively integrate all these dimensions, and many lack mechanisms for stakeholder inclusion
or clear accountability structures. Notably, the review highlights that ethical principles

are often cited but remain poorly operationalized in existing models. This reinforces

Thttps://eur-lex.europa.eu/eli/reg/2024/1689 /0j/eng



the need for educational and organizational strategies that go beyond formal compliance,
fostering a deeper ethical culture in Al development.

Another critical barrier lies in the limited ethical literacy among technical profession-
als. As highlighted in multiple studies [9, 4], software engineers, data scientists, and Al
developers often possess only a superficial understanding of ethical principles and their
practical implications. This not only undermines responsible Al development but also
leads to uncertainty about who holds responsibility for harmful outcomes—sometimes
shifting ethical burdens to end-users [9, 23]. These findings emphasize the importance of
embedding ethics education in computing curricula as a foundational step toward effective

and accountable Al governance.

2.2 Ethics Education in Computing

Although discussions on the importance of teaching ethics in computer science and Al
date back to the 1970s [11], there has been a noticeable surge in publications on the topic
in recent years [24], paralleling trends in Al governance. This renewed interest has led to
meaningful advancements in how Al ethics is approached in educational contexts and the
identification of several promising pedagogical directions.

While multidisciplinary teaching approaches are attractive due to their simplicity,
they are often only a starting point. Since most computer science instructors lack formal
training in ethics, it becomes challenging to integrate ethical content across entire curricula
[24]. Effective interdisciplinary approaches typically require time-intensive collaboration
among professionals from various fields—an investment that institutions may be reluctant
to make [15]. As a result, when ethics is taught through standalone multidisciplinary
courses, it often feels abstract and disconnected from the technical realities where ethical
decisions must be made [25]. This can lead students to perceive ethics as separate from
the functional requirements of system development [15].

Furthermore, just as there is no universally agreed-upon set of ethical principles for Al,
there are also few well-documented learning objectives specific to Al ethics [26]. This lack
of clarity hampers both the evaluation of student learning and the assessment of pedagogi-
cal methods [24]. Brown et al. also note the existence of multiple ethical frameworks, each
potentially better suited to different disciplinary contexts, making it necessary for curric-
ula to clearly articulate how ethics content aligns with course objectives and disciplinary
scope [24].

Tran and Fiesler [27] investigated how computing students perceive the integration
of ethics into group projects, which are often used in higher education as simulations of

real-world work environments. Through focus groups with 29 students, the authors found



that, although ethics is recognized as important, it often plays a marginal role in project-
based courses, particularly in software engineering classes. Many students reported that
they did not view their projects as real enough to justify ethical concerns, partly due
to the absence of real users or external stakeholders. Additionally, students expressed
difficulties in applying ethical concepts due to a lack of clarity, time, and institutional
support. In response, the authors proposed practical strategies for educators: incorpo-
rating ethical considerations early in the project timeline, using case studies, encouraging
user testing, and designing rubrics that include ethical criteria. The study also highlights
the potential of forming ethical consultants in academic settings to support students in
their design decisions. The authors concluded that ethics should be treated as a functional
and realistic component of software development, fostering students’ preparedness for the
ethical challenges they will face in the professional world.

Pasricha et al. [28] also highlighted the growing urgency of embedding ethics into
computing curricula due to the proliferation of Al, IoT, and embedded systems with
significant societal impacts. The authors discussed a case at Colorado State University
where ethics modules were incorporated into both undergraduate and graduate computer
engineering courses. Unlike traditional standalone ethics courses, the approach infused
ethical reflection throughout the curriculum, using real-world case studies and ethical
theories such as utilitarianism, Kantianism, and virtue ethics. The study also emphasized
that merely referencing codes of ethics like those from the ACM and IEEE is insufficient;
instead, students benefit more from interactive pedagogy that encourages critical rea-
soning and ethical debate. The findings reinforced the value of curricular integration of
ethics—not as peripheral, but as a core element of technical education—supporting with
observations that students value ethical training but often lack formal exposure within

computing programs.

2.3 Ethical Principles for Al

To evaluate students’ familiarity with and perceptions of ethical issues in Al systems, this
study adopts a comprehensive set of 21 ethical principles. These principles were derived
from a synthesis of international guidelines, academic frameworks, and best practices
identified in recent literature, including works by Khan et al. [1], Vakkuri et al. [2], and
Cerqueira et al. [5], among others [3, 4]. This selection was informed by an extensive
review of over 80 global Al ethics initiatives and reflects the growing consensus around
key values that should guide the responsible design, development, and deployment of

intelligent systems.



The principles cover both technical and socio-ethical dimensions, including fairness,
accountability, transparency, privacy, non-maleficence, and sustainability. While many
of these values are widely cited, their interpretation and implementation can vary across
contexts and stakeholders. For this reason, the questionnaire used in this study (Sec-
tion 3) presented each principle with a concise, accessible definition to support consistent
understanding by participants. These definitions were adapted from existing literature to
reflect both normative goals and practical implications.

Table 2.1 provides the full list of the 21 ethical principles evaluated in this study,
along with their corresponding definitions. These concepts served as the foundation for
the self-assessment questions (Q6) and perceived relevance ratings (Q7) used to investigate
student perceptions.

These principles have been widely cited in both theoretical and applied contexts, but
there remains a lack of concrete tools, metrics, and educational strategies to operational-
ize them [4, 5]. Furthermore, even though organizations are beginning to adopt ethical
Al frameworks, many practitioners struggle to apply these principles in day-to-day devel-

opment due to vague definitions and limited institutional support [9, 23].

2.4 Ethics Education in Computing Curricula

The inclusion of ethics in computing curricula has been advocated for over five decades
[11], yet only in recent years has it received sustained attention due to ethical failures in
AT deployments [14, 15, 18]. Educators and professional organizations now emphasize the
need to integrate ethics across technical training, not as isolated lectures or standalone
courses, but as a core component of software and systems design [13].

Despite these advances, challenges persist. Most instructors lack formal training in
ethics [24], and institutions are often reluctant to allocate resources for interdisciplinary
collaboration required to teach ethical reasoning alongside technical content. Additionally,
students often perceive ethics courses as detached from 'real" engineering work, which
undermines engagement and knowledge retention [15, 25].

Another key issue is the absence of standard learning outcomes and evaluation methods
tailored to AT ethics. As highlighted by Aler Tubella et al. [26], clearly defined objectives
are important for measuring pedagogical effectiveness and ensuring that ethics education
results in actual behavioral change.

A recent study by Brown et al. [29] highlighted a persistent misalignment between
students’ perceptions of learning outcomes and the actual curricular goals related to ethics
and social responsibility in computing programs. Although many computing programs

aim to instill ethical reasoning, students often struggle to identify when and how they are



learning these skills. The authors emphasize that ethics content is frequently implicit,
leaving students unaware of its presence in technical courses. This aligns with previous
findings that isolated or decontextualized ethics instruction can limit student engage-
ment and comprehension. The study advocates for explicit and integrated pedagogical
approaches, reinforcing the importance of making ethical principles visible and contextu-
alized within real-world technical scenarios. These findings support our argument that
curricula should include structured, transparent, and applied instruction on ethical prin-
ciples, especially in light of the low exposure to formal ethics education reported in our
survey.

In the Brazilian context, studies such as Carvalho et al. [17] have shown that a
significant number of computing courses still either omit ethics or address it superficially.
This educational gap becomes particularly concerning given the growing demand for Al
systems that align with democratic values and human rights.

This paper contributes to this debate by presenting a survey conducted at the Uni-
versity of Brasilia (UnB), analyzing students’ exposure to and perceptions of key ethical
principles in Al, and identifying curriculum gaps that need to be addressed to foster more

ethically aware computing professionals.



Table 2.1: Ethical Principles for AI Systems Used in This Study [1, 2, 3, 4, 5]

ID | Principle Detailed Description

P1 | Transparency The AI system should provide clear information about its decision-
making process, data sources, and objectives to allow users and stake-
holders to understand how decisions are made.

P2 | Privacy Users’ personal data must be protected throughout the entire system
lifecycle, including data collection, storage, processing, and sharing.

P3 | Accountability  (Jus- | Assign responsibilities to developers and organizations for the out-

tice Protection) comes of Al systems, ensuring mechanisms to investigate and respond
to harmful consequences.

P4 | Fairness AT systems should treat individuals and groups equitably, avoiding
biases and discrimination related to race, gender, age, or other fac-
tors.

P5 | Autonomy Ensure that Al systems support and enhance human autonomy rather
than undermining users’ capacity for decision-making.

P6 | Explainability Provide meaningful explanations for Al decisions that can be under-
stood by different stakeholders, including non-experts.

P7 | Justice Promote social justice and inclusion, ensuring Al systems contribute
to the reduction of inequality and discrimination.

P8 | Non-maleficence Prevent harmful applications and uses of Al that could cause psycho-
logical, physical, social, or economic damage.

P9 | Human Dignity Respect human values and rights, ensuring that Al systems do not
compromise the intrinsic worth of individuals.

P10 | Beneficence AT systems should actively promote human well-being, safety, and
social progress.

P11 | Responsibility (Design | Al systems must be intentionally designed to empower humanity and

Intention) serve public interest with ethical foresight.

P12 | Safety Ensure that AI systems operate reliably, securely, and predictably
under expected conditions to avoid unintended harm.

P13 | Data Security Protect data integrity and security from unauthorized access, leaks,
or manipulation.

P14 | Sustainability AT systems should consider environmental, economic, and social sus-
tainability, minimizing ecological impacts and promoting long-term
viability.

P15 | Freedom Respect and promote human freedoms, including civil liberties and
the right to free expression and thought.

P16 | Solidarity Promote shared benefits and responsibilities, ensuring that both risks
and rewards of Al systems are fairly distributed.

P17 | Prosperity Support collective prosperity, promoting economic and social devel-
opment through the ethical use of Al

P18 | Effectiveness Ensure that Al systems are technically sound and socially appropriate
to effectively address the intended problems.

P19 | Accuracy Ensure that Al outputs are precise, consistent, and based on accurate
and up-to-date information.

P20 | Predictability Design Al systems in ways that their behaviors and long-term impacts
are foreseeable and understandable.

P21 | Interpretability Provide tools or interfaces that help users interpret how an Al system

arrived at a particular outcome, beyond technical explainability.




Chapter 3

Study Settings

This study investigates students’ perceptions of ethics in computing education and their
self-assessment regarding ethics-related learning in undergraduate Computer Science pro-
grams at the University of Brasilia (UnB). Our aim is to understand how students evaluate
the presence, quality, and relevance of ethical aspects in their training.

To guide the investigation, we formulated the following research questions:

RQ.1: How do students assess their learning about ethics during the under-

graduate program?

This question explores students’ self-perception regarding the exposure to and

assimilation of ethical content throughout their academic journey.

RQ.2: What are students’ perceptions of the role and relevance of ethics in the

computing field?

This question aims to understand how students perceive the importance, applica-

tion, and impact of ethical principles in computing.

To address RQ.1 and RQ.2, we designed and conducted a survey targeting undergrad-
uate students enrolled in computing programs. The goal was to explore their perceptions
regarding the relevance of ethical principles in artificial intelligence and their prepared-
ness to engage with such principles in academic and professional contexts. In addition,
students were asked to evaluate the importance of learning about ethics in computing
education and to indicate whether they had taken any formal course that addressed these
topics. The following sections describe the study’s target population, the development
and refinement of the survey instrument through a pilot test, the dissemination strategy

employed to reach participants, and the procedures used for data collection.



3.1 Target Audience

The target audience comprises undergraduate students enrolled in Computing-related
programs at the University of Brasilia (UnB), including Computer Science, Software En-
gineering, Computer Engineering, Network Engineering, and the Teaching Degree in Com-
puting. These students are directly engaged with computing curricula and represent the
future professionals of the field. Their feedback provides valuable insights into how ethics

is integrated and perceived in computing education.

3.2 Survey Design

The survey instrument was collaboratively designed by the authors and consisted of 9

closed-ended questions, as shown in Table 3.1, and organized into four thematic sections:

e Section 1: Terms and Conditions — Presented an informed consent statement.
The first question asked: “Do you agree with the terms and conditions to participate

in this research?”

e Section 2: Demographic Profile — Included questions about the student’s course

and current semester.

e Section 3: Self-Assessment on Ethics Learning — Included questions such as
whether students felt prepared to assess the social impacts of their decisions, and if

they were exposed to ethical discussions during their education.

e Section 4: Perception of Ethics in Computing — Focused on students’ fa-
miliarity with ethical principles, the perceived relevance of these principles, and

whether ethics was covered during their coursework.

ID ‘ Survey Question ‘ Related RQ
Section 1 — Terms and Conditions

Q1 ‘ Do you agree with the terms and conditions to participate in this research? ‘ -
Section 2 — Demographic Profile

Q2 | What is your degree program? -
Q3 | Which semester are you currently enrolled in? -
Section 3 — Self-Assessment on Ethics Learning

Q4 | I feel capable and prepared to assess the social impact of my decisions as a computing professional. RQ1
Q5 | Throughout my education, I was frequently exposed to ethical discussions and questions. RQ1
Q6 | I am familiar with ethical principles and know how to apply them in practice. RQ1
Section 4 — Perception of Ethics in Computing

Q7 | Please rate the relevance of each ethical principle according to your understanding and experience. RQ2
Q8 | Do you think it is important to learn about these ethical principles during your undergraduate studies? RQ2
Q9 | Did your course include a subject that addressed these ethical principles? RQ2

Table 3.1: Survey Structure and Corresponding Research Questions

10



3.3 Pilot Study

A pilot study was conducted with three undergraduate students enrolled in Computing
programs to evaluate the clarity, relevance, and overall comprehensibility of the question-
naire. Based on their feedback, minor refinements were made to improve the wording
and structure of several questions. The average completion time was approximately 10
minutes. It is important to note that the responses collected during the pilot phase were
not included in the final data analysis. After finalizing the instrument, the survey was
made available online for a period of two months to maximize participation and ensure

broad dissemination.

3.4 Survey Dissemination and Data Collection

The final version of the survey was developed using the Google Forms platform, chosen for
its ease of use and accessibility. The link to the questionnaire was disseminated through
multiple communication channels frequently used by students in Computing programs at
the University of Brasilia (UnB), including WhatsApp groups, Instagram profiles managed
by student associations, and internal academic networks. The dissemination strategy
aimed to reach undergraduate students across various semesters and specializations within
the university’s Computing-related programs.

Participation in the study was entirely voluntary, and no incentives were offered. To
ensure ethical compliance, an informed consent form was presented at the beginning of
the questionnaire. Only respondents who explicitly agreed to the terms of participation
were permitted to access and complete the survey. The informed consent included details
about the study’s objectives, anonymity assurances, data usage, and contact information
for further clarification.

The survey remained open for a period of two months, providing ample time for
engagement from a diverse group of students. In total, 56 valid responses were collected,
after excluding incomplete or invalid entries. These responses formed the basis of the

data analysis presented in this study.

11
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Chapter 4

Results

This section presents the results of the study, organized to address the research questions
defined in Section 3. We begin by outlining the demographic profile of the participants to
provide context for interpreting the findings. Next, we present the results related to RQ.1,
which explores their exposure to ethical principles and curricular experiences. Finally, we
address RQ.2, focusing on how students perceive the importance and applicability of

ethical principles in their future professional practice.

4.1 Demographic Profile

A total of 56 students completed the survey and consented to participate by agreeing
to the terms and conditions presented at the beginning of the questionnaire (Q1). As
shown in Table 4.1, all respondents (100%) accepted the informed consent. Regarding
their degree programs (Q2), the majority of respondents were enrolled in the Teaching
Degree in Computing program (38.2%), followed by Computer Engineering (23.6%), and
Network Engineering (21.8%). Fewer responses were recorded from students in Computer
Science (9.1%) and Software Engineering (7.3%).

In terms of academic progression (Q3), participants came from a wide range of semesters.
Most were in the early stages of their programs, with 32.7% in the first semester and 20.0%
in the third semester. Intermediate and advanced semesters were also represented, includ-
ing the seventh (10.9%), fifth (9.1%), and sixth semesters (7.3%). A smaller portion of
respondents were in later semesters, including the eleventh or beyond (5.5%), and other
scattered stages such as the second, fourth, eighth, ninth, and tenth semesters (Table 4.1).

These results indicate that the sample includes students from all phases of the under-
graduate journey, which supports a diverse set of perspectives on ethics education across

different levels of exposure to the curriculum.
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Consent to Participate # %
Yes 56 | 100.0
Degree Program #1 %
Teaching Degree in Computing | 21 | 38.2
Computer Engineering 13 ] 23.6
Network Engineering 12| 21.8
Computer Science 5 9.1
Software Engineering 4 7.3
Current Semester # | %
1st semester 18 | 32.7
3rd semester 11| 20.0
7th semester 6 | 10.9
5th semester 5 9.1
6th semester 4 7.3
11th or beyond 3 5.5
2nd semester 2 3.6
4th semester 2 3.6
9th semester 2 3.6
8th semester 1 1.8
10th semester 1 1.8

Table 4.1: Profile of survey respondents (Q1-Q3, n = 56)

4.2 RQ.1. How do students assess their learning about

ethics during the undergraduate program?

This section explores students’ perceptions of their own learning and preparedness re-
garding ethical issues during their undergraduate program. First, we analyze their self-
assessed preparedness to deal with ethical dilemmas and their exposure to ethics-related
topics throughout the curriculum (Q4 and Q5). Then, we examine the depth of their
self-reported knowledge across a range of ethical principles (Q6). Together, these findings
shed light on potential gaps between students’ confidence in ethical reasoning and the
actual presence and consistency of ethics instruction in the computing curriculum.
Figure 4.1 presents the distribution of responses to Q4 and Q5, based on a five-point
self-assessment scale ranging from "Very low’ to "Very high’ Q4 asked students to assess
their own preparedness to evaluate the social impact of their decisions as computing
professionals. The responses indicate a strong perception of readiness, with more than
half of the participants selecting the highest categories: 25.5% rated their preparedness
as 'Very high’ and another 25.4% as ’High’ Only 9.1% of students reported a 'Very
low’ sense of preparedness, while intermediate categories— Moderate’ (23.6%) and "Low’

(16.4%)—also gathered substantial responses. These results suggest that the majority of
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students feel at least moderately confident in their ability to reflect on the ethical and
social implications of their work.

Q5 investigated students’ perceived exposure to ethical discussions throughout their
academic training. In contrast to Q4, the responses were more evenly distributed and
somewhat lower in intensity. The most common responses were "Moderate’ (28.6%) and
"Low’ (28.6%), suggesting that many students recognize a limited or occasional engage-
ment with ethics-related content. Only 12.5% indicated 'Very high’ exposure, while 8.9%
reported "Very low’ exposure. These findings point to a potential gap: while students
feel relatively well-prepared to evaluate ethical impacts (Q4), their formal or frequent
exposure to structured ethical discussions (Q5) appears to be lacking.

Together, these results may reflect a disconnect between students’ perceived ethical
maturity and the depth or consistency of ethics education within the curriculum. While
self-confidence regarding ethical responsibility is high, the educational processes under-

pinning that confidence may not be equally robust or widespread.

Q5 8.9 28.6 21.4 12.5
Q4 9.1 23.6 25.4 25.5
| | | | | | | | |
0% 10% 20 % 30 % 40 % 50 % 60 % 70 % 80 % 90 % 100 %
Very low self-assessment ™ Low self-assessment B Moderate self-assessment

M High self-assessment B Very high self-assessment

Figure 4.1: Distribution of responses to Q4 and Q5 based on self-assessed exposure and
preparedness

Table 4.2 presents the distribution of students’ self-assessed knowledge and ability to
apply various ethical principles in practice (Q6). The responses were collected using a 5-
point Likert scale, ranging from “Strongly disagree” to “Strongly agree". Overall, students
reported high levels of perceived knowledge for the majority of the principles. Justice,
Fairness, and Privacy stand out as the most internalized principles: Justice received the
highest rate of Strongly agree responses (73.2%). Fairness followed closely (67.9%), with
Privacy at 64.3%.

Other well-understood principles include Accuracy (60.7%), Data Security (60.7%),
Beneficence (59.0%), and Human Dignity (58.9%). On the other hand, Autonomy (35.7%
Strongly agree) and Solidarity (44.6%) were perceived as less familiar to students. These

principles also had the highest proportions of neutral or disagreeing responses: Autonomy
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had 26.8% neutral responses and 14.2% in disagreement (7.1% Disagree and 7.1% Strongly
disagree), as shown in Table 4.2.

Solidarity had 30.3% of respondents either neutral or disagreeing. Similarly, Prosper-
ity, Interpretability, and Predictability showed lower familiarity levels, with more than
25% of participants selecting Neutral or below, as shown in Table 4.2.

This distribution suggests that students are more confident in their understanding of
well-established principles such as Privacy, Justice, and Safety, while more abstract or
less discussed concepts like Autonomy and Solidarity may require greater emphasis in the

curriculum.

Table 4.2: Self-reported knowledge and practical understanding of ethical principles in Al
systems (Q6)

Ethical Principle | Strongly disagree | Disagree | Neither agree or disagree | Agree | Strongly agree
Transparency 3.6% 8.9% 16.1% 37.5% 33.9%
Privacy 0.0% 1.8% 7.1% 26.8% 64.3%
Accountability 3.6% 5.4% 8.9% 33.9% 48.2%
Fairness 0.0% 1.8% 5.4% 25.0% 67.9%
Autonomy 71% 71% 26.8% 23.2% 35.7%
Explainability 1.8% 8.9% 10.7% 25.0% 53.6%
Justice 0.0% 1.8% 3.6% 21.4% 73.2%
Non-maleficence 1.8% 5.4% 10.7% 30.4% 51.8%
Human dignity 1.8% 5.4% 8.9% 25.0% 58.9%
Beneficence 0.0% 1.8% 7.1% 32.1% 59.0%
Responsibility 1.8% 5.4% 7.1% 26.8% 58.9%
Safety 0.0% 3.6% 8.9% 32.1% 55.4%
Data security 0.0% 3.6% 8.9% 26.8% 60.7%
Sustainability 1.8% 1.8% 14.3% 28.6% 53.6%
Freedom 0.0% 3.6% 10.7% 30.4% 55.4%
Solidarity 1.8% 7.1% 21.4% 25.0% 44.6%
Prosperity 1.8% 5.4% 21.4% 26.8% 44.6%
Effectiveness 0.0% 3.6% 14.3% 26.8% 55.4%
Accuracy 0.0% 3.6% 8.9% 26.8% 60.7%
Predictability 1.8% 7.1% 14.3% 30.4% 46.4%
Interpretability 1.8% 5.4% 17.9% 26.8% 48.2%

RQ.1 Summary: Students report a high level of self-perceived preparedness to
assess the social impact of their actions as computing professionals. However, their
exposure to ethical discussions during their undergraduate studies is more limited
and uneven. There is a clear discrepancy between students’ confidence and the
depth of curricular engagement with ethics. Most students are familiar with well-
established principles such as Justice, Fairness, and Privacy. Conversely, abstract
principles like Autonomy, Solidarity, and Prosperity were less understood and rated

lower in self-assessed knowledge.
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4.3 RQ.2: What are students’ perceptions of the role

and relevance of ethics in the computing field?

This section examines students’ views regarding the significance of ethical principles in
AT and computing (Q7), as well as their perspectives on the inclusion of such content in
undergraduate computing curricula (Q8 and Q9). The results provide insight into which
ethical principles students deem most important, and whether they feel their academic
training has adequately addressed these topics. Combined, these findings help identify
curricular strengths and gaps in ethics education.

Table 4.3 presents the distribution of responses regarding the perceived relevance of
21 ethical principles in Al systems, according to students’ self-assessed understanding
and experience (Q7). The majority of students rated almost all principles as highly or
very highly relevant, indicating a strong perceived importance of ethical considerations in
computing.

The top-rated principles in terms of Strongly agree were: Privacy (75.0%), Safety
(75.0%), Data Security (75.0%), and Accountability (70.2%). These results suggest that
students are particularly concerned with principles that safeguard user rights and prevent
harm, reflecting current concerns about data misuse and algorithmic risks.

Principles such as Human Dignity, Justice, and Non-maleficence also received high
levels of agreement (above 60% in Strongly agree), reinforcing a focus on fairness and
social responsibility. In contrast, principles like Solidarity, Prosperity, and Sustainability
showed relatively lower levels of Strongly agree, with 39.3%, 44.6%, and 48.2% respectively
(Table 4.3). While still seen as important (with most responses still falling under Agree),
this may indicate a gap in how these principles are contextualized or emphasized in
computing curricula.

The proportion of neutral responses was minimal across all principles (mostly under
10%), and disagreement levels were negligible—suggesting students do not reject the
importance of any of the listed ethical values but do perceive them with varying degrees of
significance. Overall, the data from Table 4.3 indicate that students clearly value ethical
concerns in Al and computing systems, with greater emphasis on technical robustness,
privacy, and fairness-oriented principles.

Regarding the perceived importance of ethical principles in computing education (Q8),
the vast majority of participants expressed a positive attitude. As illustrated in Figure 4.2,
50.0% of respondents strongly agreed and 39.3% agreed that learning about ethical prin-
ciples during their undergraduate studies is important. Only 8.9% indicated a neutral
stance, and minimal disagreement was observed (1.8% strongly disagreed and no respon-

dents selected disagree). These results indicate a clear consensus among students about
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Table 4.3: Perceived relevance of ethical principles in Al (Q7)

Ethical Principle | Strongly disagree | Disagree | Neither agree or disagree | Agree | Strongly agree
Transparency 0.0% 1.8% 0.0% 23.2% 64.3%
Privacy 0.0% 0.0% 0.0% 23.2% 73.2%
Accountability 0.0% 3.6% 0.0% 25.0% 64.3%
Fairness 1.8% 5.4% 0.0% 14.3% 75.0%
Autonomy 1.8% 3.6% 0.0% 32.1% 44.6%
Explainability 1.8% 0.0% 0.0% 35.7% 55.4%
Justice 3.6% 1.8% 0.0% 25.0% 62.5%
Non-maleficence 1.8% 0.0% 0.0% 21.4% 71.4%
Human dignity 1.8% 0.0% 0.0% 19.6% 73.2%
Beneficence 71% 7.1% 0.0% 37.5% 35.7%
Responsibility 1.8% 5.4% 0.0% 23.2% 64.3%
Safety 0.0% 1.8% 0.0% 21.4% 73.2%
Data security 0.0% 0.0% 0.0% 19.6% 78.6%
Sustainability 5.4% 0.0% 0.0% 28.6% 60.7%
Freedom 0.0% 0.0% 0.0% 17.9% 71.4%
Solidarity 1.8% 3.6% 0.0% 28.6% 51.8%
Prosperity 71% 1.8% 0.0% 21.4% 48.2%
Effectiveness 3.6% 1.8% 0.0% 35.7% 53.6%
Accuracy 7.1% 1.8% 0.0% 21.4% 58.9%
Predictability 3.6% 1.8% 0.0% 30.4% 48.2%
Interpretability 1.8% 3.6% 0.0% 26.8% 55.4%

the relevance of ethics in computing curricula, reinforcing the argument for formally in-
tegrating such content across courses.

In contrast, the responses to Q9—During your course, did you have a subject that
addressed these ethical principles?—revealed a mismatch between perceived importance
and actual curricular experience. As shown in Figure 4.2, only 14.3% strongly agreed and
26.8% agreed that they had taken a subject covering ethical principles. A considerable
portion of students reported a neutral response (25.5%) or expressed disagreement (26.3%
disagree and 7.1% strongly disagree). This distribution suggests that although students
highly value ethics education, most of them did not perceive sufficient formal exposure to

these topics during their academic training.

QY 71 25.5 26.8 14.3
o s0 | 393 50.0
| | | | | | | | |
0% 10 % 20 % 30% 40 % 50 % 60 % 0% 80 % 90 % 100 %
Strongly disagree I Disagree M Neutral
W Agree M Strongly agree

Figure 4.2: Distribution of responses to Q8 and Q9 on the perceived importance of learn-
ing ethical principles (Q8) and the extent to which such content was addressed in their
curriculum (Q9)
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RQ.2 Summary:Students demonstrated strong agreement on the relevance of eth-
ical principles in Al systems, particularly those tied to user protection and harm
prevention—such as Privacy, Safety, Data Security, and Accountability. Conversely,
principles like Solidarity, Prosperity, and Sustainability were perceived as less cen-
tral, possibly due to their abstract nature or lower curricular emphasis. Most
of students consider learning about ethical principles important during their un-
dergraduate program. However, a significant gap remains between this perceived
importance and their actual curricular exposure to ethics-related content. This
disconnect highlights a curricular shortfall that limits students’ ability to critically

engage with the ethical dimensions of computing.
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Chapter 5

Discussion

5.1 The Curricular Relevance of Ethical Principles

in Computing Education

Our findings reveal a strong consensus among students about the importance of learning
ethical principles in computing education: over 85% of respondents agreed or strongly
agreed with the relevance of these topics (Q8, see Figure 4.2). Despite this consensus,
only 41.1% confirmed having taken a course that explicitly addressed these principles
(Q9), pointing to a significant disconnection between students’ expectations and curric-
ular practices. This result reinforces previous findings by Silva et al. [30] and Carvalho
et al. [17], who highlighted the fragmented and often superficial treatment of ethics in
Brazilian computing programs.

This gap is particularly concerning given the increasing presence of Al and data-driven
systems in socially sensitive domains. Ethical principles such as transparency, fairness,
privacy, and accountability are frequently referenced in international guidelines [7, 19] and
have been recognized as central to responsible Al development [1]. However, the effective
teaching of these principles demands more than abstract discussion—it requires pedagog-
ical strategies that integrate ethics into real-world problem-solving contexts, particularly
within software engineering, Al, and data science curricula.

Khan et al. [1] found that without practical, contextualized education, ethical princi-
ples often remain symbolic rather than actionable. Our study echoes this concern: while
students reported relatively high familiarity with many principles (Q6), a subset—such
as autonomy, solidarity, and prosperity—remained less understood or internalized (see
Table 4.2). These results suggest that curriculum reform should not only include ethics
content but also diversify the treatment of principles beyond the most popular ones (e.g.,

privacy and fairness), ensuring that less intuitive values are equally addressed.
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5.2 Impacts on Students’ Professional Performance

The findings also suggest a tension between students’ perceived ethical maturity and their
actual curricular exposure. As shown in responses to Q4 and Q5 (Figure 4.1), students
often rated themselves as highly or moderately prepared to assess the social impact of
their work. However, their limited exposure to structured discussions on ethics suggests
that such preparedness may be more aspirational than reflective of actual training. This
mismatch has been discussed by Morley et al. [9], who noted that many professionals feel
responsible for ethical considerations but lack guidance or formal education on how to
navigate them.

These self-perceptions, though optimistic, may reflect an overreliance on personal in-
tuition rather than evidence-based ethical literacy. As Tran et al. [27] emphasized, many
students struggle to apply ethical concepts when faced with real or simulated design
decisions, particularly in the absence of structured reflection, institutional support, or
practical tools. Our study corroborates this: although students express confidence, their
exposure to ethical reasoning activities appears insufficient, reinforcing the need for more
embedded pedagogical approaches.

To address this gap, several authors recommend embedding ethics education through-
out the curriculum rather than limiting it to isolated courses [13, 15]. Activities such as
ethical design scenarios, reflective essays, and interdisciplinary collaboration have shown
promise in enhancing student engagement and ethical reasoning. Our results align with
these recommendations and emphasize the need to transform ethical literacy into a prac-
tical competency—something that can only be achieved if ethical principles are taught
not just as theoretical constructs, but as tools for everyday decision-making.

Ultimately, preparing computing students to design responsible technologies requires
a dual investment: in curricular reform and in the training of educators. As highlighted
by Brown et al. [24], many computing instructors lack formal background in ethics, and
institutions often under-invest in interdisciplinary collaboration. A robust ethics educa-
tion strategy must therefore include faculty development, updated learning outcomes, and

evaluation mechanisms that recognize the complexity of ethical practice in the digital age.

5.3 Threats to Validity

Following the framework proposed by Wohlin et al. [31], we discuss below the main threats
to the validity of this study and the strategies adopted to mitigate them. Conclusion
Validity concerns the accuracy of statistical inferences. One potential threat in this study

lies in the relatively small sample size (n=56), which limits the statistical power for more
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robust inferential analyses. To mitigate this risk, we focused on descriptive statistics and
avoided broad generalizations unsupported by the data. The representativeness of the
sample was considered carefully when interpreting results.

Internal Validity refers to the degree to which causal conclusions can be drawn.
Given the self-reported nature of the survey, there is a risk of social desirability bias,
whereby participants may have provided answers they perceived as more socially ac-
ceptable—particularly regarding the importance of ethical principles. To address this,
participants were assured of the anonymity of their responses, and it was emphasized
that there were no right or wrong answers.

Construct Validity relates to how accurately the survey measures the concepts it
intends to capture. The survey items were based on well-established ethical AI principles
from sources such as UNESCO and the European Commission, and reviewed by experts
in computing ethics. Nevertheless, some technical concepts (e.g., explainability or non-
maleficence) may not have been uniformly understood by all respondents. To mitigate
this, brief conceptual explanations accompanied each principle.

External Validity refers to the generalizability of findings. A primary threat in this
study is the use of a convenience sample, composed primarily of students from a single
Brazilian public university. This limits the generalizability of results to all computing
programs in Brazil. To mitigate this, the findings were interpreted in light of national

and international literature to identify broader trends and patterns.

5.4 Conclusion and Future Work

This study explored computing students’ perceptions of ethical principles in artificial
intelligence and their presence in undergraduate curricula. The results reveal a strong
consensus on the importance of learning about ethical principles during undergraduate
education, but a significant portion of respondents reported not having attended any
dedicated course or discipline that explicitly addressed these topics. This disconnect
between perceived importance and curricular coverage suggests a gap in current computing
curricula.

Moreover, the analysis of Q6 and Q7 demonstrated that students feel more familiar
with certain principles—such as privacy, fairness, and transparency—than others, such
as solidarity or prosperity. Similarly, when evaluating the perceived relevance of the
principles, those with closer ties to technical and legal concerns were more frequently rated
as highly important, while principles associated with social and collective impacts were

less emphasized. These results align with previous findings in the literature, reinforcing
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the need to integrate ethical education more systematically and comprehensively into
computing programs.

Future work involves expanding the study to include students and professionals from
multiple institutions and regions, in order to improve generalizability and to capture
curricular variations across programs. Additionally, we plan to conduct qualitative in-
terviews to better understand students’ experiences and expectations regarding ethics in
computing. Finally, the results of this study can inform the design of pedagogical strate-
gies, learning materials, and policies aimed at reinforcing the role of ethical principles in

computing education and professional development.

Declaration of generative Al in scientific writing

We employed generative Al in the writing process, especially aiming to improve the text
quality. We asked for help to improve the text readability and to find suitable synonyms

for words based on the context.
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