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RESUMO

1. INTRODUCAO

A Internet das Coisas (loT, do inglés Internet of Things) tem sido caracterizada como uma forte
tendéncia nos préximos anos, trazendo novas aplicacfes para quase todas as tarefas de nossa rotina
diaria. Ela ird revolucionar consideravelmente a maneira em que vivemos e interagimos com as coisas,
através da conexdo de praticamente tudo o que possa ser imaginado com a Internet. Algumas aplicagdes
importantes sdo as redes elétricas inteligentes (Smart grid), que irdo fornecer medi¢do e monitoramento
inteligente da energia, as cidades inteligentes, onde se prevé a integracdo e conexdo de residéncias,
servicos e transporte dentro dos centros urbanos, e o Mobile healthcare (M-health), que proporcionara
a coleta de dados da saude dos pacientes através de sensores, encaminhando essas informacdes para 0s
centros de tratamento por meio de uma ou mais redes de comunicagdo, com emprego de terminais
moveis.

De forma integrada a 10T, uma outra forte tendéncia envolve a Comunicacdo do Tipo Maquina (MTC,
do inglés Machine-Type Communication), para qual a rede LTE/LTE-A (Long Term Evolution/Long
Term Evolution-Advanced) do 3GPP (3rd Generation Partnership Project) é forte candidata a receber o
trafego da MTC. De acordo com o 3GPP [1], sua arquitetura suporta cenarios de roaming, onde 0s
dispositivos possuem conexdo apenas com 0 HSS (Home Subscriber Server) de sua rede de origem e
com o MME (Mobillity Management Entity) da rede servidora.

O protocolo de autenticacdo e acordo de chaves proposto pelo 3GPP para LTE € o EPS-AKA (Evolved
Packet System — Authentication and Key Agreement), que autentica individualmente cada dispositivo
gue chega na rede visitada. Em um cenario com bilhdes de dispositivos, um processo de autenticacdo
gue é executado completamente para cada dispositivo pode causar diversos problemas, como
congestionamento causado pela alta no trafego de sinalizacdo e vulnerabilidades de seguranca.

O problema da autenticacdo de grupos surge considerando que as aplicagdes MTC preveem a geragao
de grandes quantidades de dados, derivada de bilhfes de dispositivos nos proximos anos. Os atuais
padrdes do 3GPP ndo estdo adaptados para grandes grupos de dispositivos e seu uso para aplicagdes
MTC se provou causador de falhas de seguranga como perda de integridade, disponibilidade,
confidencialidade e vulnerabilidade a diversos ataques.

Além disso, é importante ressaltar que a maioria destes dispositivos possuem recursos escassos, 0 que
gera a necessidade de protocolos leves, com consumo reduzido de recursos computacionais e de
comunicagdo. Consequentemente, o crescimento exponencial de dispositivos conectados requer
métodos especiais de autenticagdo, para que ocorra prevengdo de falhas de seguranca e melhora na
performance do sistema, providenciando todos os requisitos da MTC.

Baseado no problema descrito, o objetivo deste trabalho é o de propor dois protocolos leves para a
autenticacdo de grupos de dispositivos para a 10T. O primeiro serd baseado em ECDH (Elliptic Curve
Diffie-Hellman) e em emparelhamento bilinear e o segundo, baseado no segredo de Shamir. Ambos
capazes de executar a autenticacdo entre um grupo de dispositivos e um MME de maneira segura e
eficiente, buscando reduzir custos computacionais e de comunicagdo. Consequentemente, buscando
consumir menos recursos e otimizando suas performances e objetivos de seguranca.

A organizacdo do restante do trabalho é a seguinte: a secdo 2 apresenta a fundamentacdo tedrica,
importante para o entendimento dos conceitos abordados no trabalho; A secdo 3 apresenta o primeiro
protocolo proposto, baseado em criptografia assimétrica e suas analises; A se¢do 4 apresenta o segundo
protocolo proposto, baseado em criptografia simétrica e suas respectivas analises; por fim, a se¢do 5
apresenta as conclusoes e indica possiveis trabalhos futuros.



2. FUNDAMENTACAO TEORICA

Este capitulo tem como objetivo introduzir os principais conceitos necessarios para o entendimento do
trabalho. Primeiro, sdo apresentadas definicGes de importantes propriedades de seguranca, boa parte
baseada em conceitos abordados por [2], como integridade, confidencialidade e disponibilidade, em
seguida, sdo definidos os principais tipos de ataques atualmente executados no cenério da autenticacdo
de grupos, como o ataque de repeticdo, man-in-the-middle e personificacdo, e suas respectivas formas
de defesa.

Em seguida, sdo descritos os mecanismos de seguranca utilizados nos dois protocolos de autenticagédo
propostos, ECDH, emparelhamento bilinear, segredo de Shamir e interpolagédo de Lagrange. Por fim,
sdo apresentadas uma descri¢do das redes 3GPP LTE/LTE-A, seus principais componentes e ainda uma
breve introducdo ao AVISPA, a ferramenta utilizada na simulacdo da seguranca dos protocolos
propostos.

3. A LOW COST GROUP AUTHENTICATION PROTOCOL FOR THE
INTERNET OF THINGS

Este capitulo é destinado a apresentacdo do primeiro protocolo proposto, baseado em criptografia
assimétrica e que tem o objetivo de autenticar grupos de dispositivos MTC na rede 3GPP LTE de
maneira segura e eficiente, cumprindo com os requisitos da MTC e apresentando resultados superiores
aos de outros protocolos ja propostos na literatura. Para isto, primeiro séo apresentados os protocolos de
referéncia que mais influenciaram na concepcao desta proposta, [9], [12] e [14]. Em seguida, o protocolo
proposto é apresentado, baseado em ECDH, e em emparelhamento bilinear, com gerenciamento de
grupo realizado através de arvore binaria. Depois, sdo feitas analises de seguranca e de performance e
as respectivas comparacdes com os protocolos descritos no inicio do capitulo. Por fim, o protocolo é
validado formalmente utilizando a ferramenta AVISPA.

4. AUTHENTICATION AND KEY AGREEMENT PROTOCOL BASED
ON SECRET SHARING FOR MACHINE TYPE COMMUNICATIONS

Este capitulo é destinado a apresentacdo do segundo protocolo proposto, baseado em criptografia
simétrica, com 0s mesmos objetivos do protocolo proposto no capitulo 3, porém com custos muito mais
reduzidos, fato ocasionado pelo uso de criptografia simétrica. Primeiro sdo apresentados alguns
protocolos de referéncia que influenciaram fortemente a composigéo da proposta, [11], [13],[15] e [16].
Em seguida, o protocolo proposto € apresentado, baseado no segredo de Shamir e no protocolo de
autenticacdo para grupos proposto por [16]. Assim como no capitulo 3, também séo feitas analises de
seguranca e de performance, além de comparacges com [11], [13] e [15] e da verificagdo formal feita
na ferramenta AVISPA.

5. CONCLUSAO

E muito elevada a importancia do presente trabalho, pois seu caréter interdisciplinar aborda redes sem
fio, seguranca da informacdo, Internet das coisas (10T), qualidade de servi¢o (QoS) e validagéo formal
de protocolos. Além disso, aborda um aspecto essencial na concepgéo da IoT nos proximos anos, através
do estabelecimento da MTC sobre a rede LTE/LTE-A. A autenticacdo de grupos permitira o acesso a
rede para bilhdes de dispositivos, de maneira altamente segura e eficiente, revolucionando o cenério
tecnoldgico como nunca visto antes.

Os dois protocolos de autenticacdo de grupos desenvolvidos se apresentaram bastante eficientes e
seguros, inclusive gquando comparados com outros protocolos presentes na literatura. O primeiro
protocolo se baseou no uso de criptografia assimétrica, em ECDH e em emparelhamento bilinear.
Enquanto o segundo protocolo foi baseado em criptografia assimétrica, no segredo de Shamir e no
protocolo proposto por [16].

Vi



Ambos 0s protocolos propostos cumprem com 0s requisitos de seguranca da MTC e apresentam todas
as propriedades de seguranca e resisténcia a ataques descritas nas referéncias adotadas. Além disso,
ambos obtiveram resultados satisfatérios em suas performances computacional e de comunicacéo,

mesmo que apresentando uma certa desvantagem em alguns aspectos em rela¢do a alguns dos outros
protocolos analisados.

Palavras-chave — Chave de Sessdo, Autenticacdo e Acordo de chaves (AKA), Comunicacfes tipo
maquina (MTC), AVISPA.

Vi



ABSTRACT

The objective of this work is to provide an overview on group authentication protocols for Internet of
Things (lIoT) and to propose two new group protocols. Both protocols perform authentication and key
agreement among a group of devices and a Mobility Management Entity (MME) and aim performance
improvements, ensuring a robust security and anonymity protection. One scheme is based on both
Elliptical Curves Diffie-Hellman protocol and bilinear pairing and the other is a lightweight symmetric
protocol based on Shamir’s secret. Additionally, both protocols have their performance and security
objectives accomplishment analyzed and compared with other works already proposed in the literature.
The performance analysis and comparison comprises communication, computational, verification and
storage costs. Some of the security features analyzed are forward/backward secrecy (FS/BS), anonymity
and resistance to several attacks. Finally, the protocols were formally validated by AVISPA tool.

Keywords — Session Key, Authentication and Key Agreement (AKA), Machine Type Communication
(MTC), AVISPA.
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Chapter 1 INTRODUCTION

This chapter presents the main context addressed in
this work, introducing a global view of group
authentication problem and presenting the motivation
of this work. It also provides a brief description of the
paper’s organization.

1.1 CONTEXT AND MOTIVATIONS

The Internet of Things (10T) is expected to trend in the next following years, bringing new applications
to almost every task of our daily routine. It will considerably revolutionize the way we live and interact
with things, through the connection of everything it can be imagined to the Internet. Some important
applications are Smart grid that will provide intelligent energy metering and monitoring, intelligent cities
that predict the integration and connection of residences, services and transportation inside urban centers
and the Mobile healthcare (M-health) that expect to provide health information collected by sensors to
treatment centers.

All these technologies can be classified as Machine Type Communication (MTC). The 3rd Generation
Partnership Project (3GPP) has a very well implemented system architecture that is a strong candidate
to receive the MTC traffic. The 3GPP MTC simplified adapted architecture is presented on Figure 1. It
consists of the following: The Evolved Universal Terrestrial Access Network (E-UTRAN), which is
composed by groups of Mobile Terminal Communication Device (MTCD) and groups of EnodeB
(eNB); The Evolved Packet Circuit (EPC), which is composed of a Mobility Management Entity (MME)
and a Home Subscriber Server (HSS); The MTC-Server, responsible to manage the MTCDs activities
and information; the MTC-Users, that can access the devices collected information and data.
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Figure 1 — 3GPP MTC adapted network architecture.

According with the 3GPP [1], its architecture supports roaming scenarios, where the MTCD must only
have a connection with the HSS of the home network and with the MME of the server network. The
authentication and key agreement protocol proposed by 3GPP to Long Term Evolution (LTE) is the
Evolved Packet System — Authentication and Key Agreement (EPS-AKA) and it authenticates
individually each device arriving in a network. In a scenario with billions of devices, a single device
based authentication procedure may cause several problems, as signaling congestion and security
vulnerabilities.



1.2 GROUP AUTHENTICATION PROBLEM

Machine type communication (MTC) applications predict the generation of large amounts of data,
derived from billions of devices in the next years. The standard protocols currently adopted by 3GPP
are not adapted to huge groups of devices and their use to these types of applications have been proven
to cause security losses as lack of integrity, availability, confidentiality and vulnerability to several
attacks. Additionally, it is important to emphasize that these devices are mainly resource constrained,
what generates the necessity of lightweight protocols, with reduced consumption of computational and
communication resources. Consequently, the exponential growth of connected devices and data
exchange require special authentication methods, in order to prevent security failures, improve the
system performance and provide all the MTC requisites.

1.3 OBJECTIVES

The objective of this work is to propose two different group-based authentication and key agreement
protocols for 10T, one based on ECDH protocol and bilinear pairing and the other based on Shamir’s
secret respectively. Both protocols are expected to securely and efficiently perform authentication
between a group of devices and MME, reducing computational and communication costs. Consequently,
consuming less resources and improving their performances and security goals.

1.4 WORK ORGANIZATION

This section describes the organization of the work in the following chapters. Chapter 2 presents the
theoretical background used to build this work’s main ideas and the information necessary to understand
it. Security concepts and properties are described, followed by ECDH protocol, bilinear pairing,
Shamir’s secret, Lagrange’s interpolation and LTE network descriptions. The chapter is finished with a
brief description of the AVISPA tool. Chapter 3 presents related protocols for group authentication that
use ECDH and a brief description of some of them, followed by the first proposed protocol, which is
based on ECDH and bilinear pairing. Chapter 4 presents related protocols that use symmetric
cryptography and a brief description of some of them, followed by the second proposed protocol, using
symmetric cryptography and Shamir’s secret. Finally, chapter 5 presents the conclusion.



Chapter 2 THEORETICAL BACKGROUND

This chapter provides all the important security
concepts and properties background necessary to
understand the protocols proposed in this work.

2.1 SECURITY PROPERTIES

As presented in Stallings [2], confidentiality, integrity and availability are the three key objectives
considered the foundation of a system’s security. Together, they are referred the CIA triad.

Confidentiality: Is the control of which are the information disclosed and available to authorized
individuals.

Integrity: “Guarding against improper information modification or destruction, including ensuring
information nonrepudiation and authenticity. A loss of integrity is the unauthorized modification or
destruction of information”.

Availability: Guarantees that the system is operating to all authorized users when necessary.
Other three important concepts in the system’s security scenario and they are named the AAA:

Authentication: Assures a communication is authentic by guaranteeing to a receiver that a message is
from it claims to be from.

Authorization: “Granting access to specific services and/or resources based on the authentication.”

Accounting: Assures the control and register of the actions executed in the system by authorized
individuals.

In addition, there are other important security concepts and they are described below:

Nonrepudiation: Assures that an entity involved in a communication cannot deny its participation in
the process.

Privacy (Anonymity): Assures that an entity’s real identity is not a public information, guaranteeing it
is untraceable to bad intentioned individuals.

Backward and Forward Secrecy (BS/FS): As described by Cremers [23], it is the secrecy of previous
and subsequent information. In cryptography, this information is a secret key, where the information is
protected by the use of these keys. Anyone who has the right key can access the information. Then, the
backward and forward secrecy are the security properties that guarantee the protection of previous and
subsequent keys, even if the current key is discovered. BS/FS have two security levels:

Weak Backward and Forward Secrecy (WBS/WFS): Guarantees BS/FS to the case of an
attacker discovering a key, but did not participate actively of the key agreement process, meaning that
it do not know how to generate the respective key. However, if the attacker was directly involved in the
key agreement processes, the BS/FS is not guaranteed.

Strong Backward and Forward Secrecy: The highest level of backward and forward secrecy
guarantees that even though an attacker participates actively in the key agreement procedure and can
generate the current keys, it is not capable to discover previous or subsequent keys.



2.2 SECURITY ATTACKS AND DEFENSES

Stallings [2] classifies the security attacks in passive and active. A passive attack is used to learn
transmitted information and to create parameters of the system by eavesdropping the communication
channel. This type of attack cannot cause damages to the system because it does not modify the system’s
information. In contrast, an active attack is capable to affect resources and the operation of the system,
because it executes modifications on the information exchanged. Passive and active attacks are seen on
Figure 2 and 3 respectively.

Internet or
other communications facility

Bob

Internet or
other communications facility

Figure 3 - Active attack (source: [2]).

The MTC most common attacks are man-in-the-middle, replay, denial of service, redirecting and
impersonation. A brief description and an explanation of how to avoid them are presented below:

Man-in-the-Middle (MitM) Attack: Occur when an intruder joins the communication channel as a
third entity, so it can eavesdrop the messages to obtain all the information passing through it. In the
example using Alice and Bob, an intruder must trick Alice to believe it is Bob and trick Bob to believe
it is Alice. Then, all the messages that Alice sends to Bob passes through the intruder. The same happens
to the messages that Bob sends to Alice. The intruder forward the messages to the original destination,
making this attack very difficult to detect, and has access to all the information exchanged. Figure 4
presents an example of MitM attack in a shared key agreement.

Solution: This attack can be avoided in the authentication procedure by using pre-shared keys that are
not transmitted in plaintext through the channel in the confection of the authentication parameters and
shared key, so the attacker cannot forge them. Another solution is the use of timestamps and sequence
numbers that could only be generated by the destination entity, so the intruder would fail forging them.
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Figure 4 -Example of MitM attack in shared key generation (source: [2]).

Replay Attack: Occur when an intruder eavesdrops the communication channel to obtain important
parameters and use them to impersonate one of the entities involved in the subsequent process
executions.

Solution: Produce different and fresh parameters to each process execution that will expire after it ends.
If an intruder obtains a system parameter, the attack fails because the parameter will already be expired
in the next process execution.

Denial of Service Attack (DoS): Occur when an authorized individual cannot access a service due its
unavailability. An attacker can induce an entity to suppress messages destined to a particular destination
or interrupt the entire service by disabling or overloading a network with a large quantity of messages.
According to Khan et al. [4], in mobile devices, this attack is related to their limited resources
capabilities, limited hardware resources for example, and maybe one attacker would be enough to
successful execute it. In the authentication scenario, an attacker can cause the DoS attack by sending
large amounts of invalid authentication parameters.

Solution: The solution to this attack is simple and involves the inclusion of a verification parameter in
the message that precedes the authentication procedure. This verification parameter can be a timestamp
or a sequence number and its validity is verified before the authentication starts. Then, if an attacker
uses an invalid timestamp or sequence number, the entire procedure is interrupted in time to prevent the
DoS attack.

Redirecting Attack: According to Zhang et al. [5] it occurs when an attacker in possession of a false
base station (BS) can use it to impersonate a genuine BS and receive all the traffic destined to it.

Solution: The introduction of a BS verification parameter to provide the chance of confirming its origin.
This parameter can be the Location Area Identification (LAI) that is unique to each BS.

Impersonation Attack: Occur when a false device succeeds pretending it is genuine and receive the
messages destined to this genuine device.

Solution: Use of pre-shared secrets in the creation of the authentication parameters used to verification
that are not transmitted in plaintext through the channel. Thus, only legit device would be able to
generate valid authentication parameters.



2.3 ELLIPTIC CURVE DIFFIE-HELLMAN PROTOCOL (ECDH)

Stallings [2] affirms that “elliptic curve cryptography, compared to the RSA, offers equal security for a
far smaller key size, thereby reducing processing overhead”. When combined with the Diffie-Hellman
problem, it trusts its success in the difficulty of discrete logarithm problem. The Elliptic Curve Diffie-
Helman protocol (ECDH) is characterized as the generation of a secret shared among two or more
individuals, which can be used as a shared key, based on information about each of them. Lai et al. [14]
describes the ECDH using an example, as follows:

e First, some system parameters are set: a large finite prime number p, an elliptic curve E over a
large finite field Fp and a point P on that curve, which is a public value.
e The example considers two entities wanting to communicate, named Alice and Bob. Next, both
entities choose a random number, Ra to Alice and Rb to Bob, and execute a multiplication over
the elliptic curve RaP and RbP. Then, they proceed as presented in Figure 5:
1. Alice sends RaP to Bob and Bob sends RbP to Alice. The secrecy of Ra and Rb is
trusted on the discrete logarithm problem that consists on the difficulty of an
attacker discovering Ra or Rb if it knows RaP, RbP and P.
2. Then, each of them calculates RabP, which is the secret shared among them. Finally,
they can send data to each other, using the secret to encrypt the messages.
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Figure 5 - Elliptic Curve Diffie Hellman protocol.

Besides the protocol effectiveness, it is vulnerable to Man-in-the-Middle attack because an intruder may
be positioned between Alice and Bob. In this work, the ECDH was chosen because of the security it can
provide, based on the discrete logarithm problem. It is used in the session key generation, as part of the
secret shared among the devices and the MME. However, the session key is not vulnerable to Man-in-
the-Middle attack because it is also composed of other parameters, not exchanged in the communication
channel.

2.4 BILINEAR PAIRING

The bilinear pairing operation is widely employed in cryptographic applications that require stronger
security mechanisms. According to Dutta et al. [29], it is also applied to signatures verification, key
agreement, signcryption, threshold decryption, key sharing, identification and many other applications.
It is used in this work because it can provide efficient and secure verification. The verification is



performed by the server network in the authentication procedure of the protocol proposed in chapter 3,
when the devices’ aggregated information is verified, authenticating them simultaneously.

Menezes [3] presents in its work an introduction to pairing-based cryptography that is described as
follows. Considering a prime number p, G an additive group and Gr a multiplicative group of order p.
“A bilinear pairing on (Gi, Gt) is a map:

é: G x Gy — Gt (21)

That satisfies the following conditions:
1. Bilinearity: Forall R, S, T € G1, &R+S,T) = &(R, T)&(S, T) and &é(R,S+T) = &(R,S)&(R,T).
2. Non-degeneracy: é(P,P) # 1.
3. Computability: & can be efficiently computed.”

Menezes [3] also describes some bilinear pairing properties, as presented below:

1. &(S,©)=1andé(x, S)=1. (2.2)
2. &S, -T)=8é(-S, T)=¢1,T)" (2.3)
3. &@aS,bT)=8&(S, T)®foralla,beZ (2.9)
4. &(S, T)=¢&(T,S). (2.5)
5 [Ifé(S,R)=1forall R € G1, then S = oo, (2.6)

Dutta et al. [29] is a survey that presents bilinear pairing applications, with several detailed examples.
Two of them are described below due their relevance to this work. They are the Computational Diffie-
Hellman Problem and the Aggregate Signature scheme.

1. The Computational Diffie-Hellman (CDH) problem combines ECDH with the implementation
of bilinear pairing. Considering the bilinear pairing properties described previously, the same
environment and entities from the example presented in section 2.3 (Alice and Bob), their
respective random values RaP and RbP, and a given P it is possible to compute:

8(S,T)RaRoP (2.7
Resulting in the output RaRbP, a secret shared among Alice and Bob.

2. The Aggregating Signature scheme considers n signatures on n messages mi, where 1 <i <n,
that are aggregated in a single short signature. The single signature is verified to confirm that
each of the users signed its respective message mi.

Considering the bilinear pairing properties described previously, a public key vi = g™, the

messages mi, an aggregated signature o = H(mi)™, where 1 <i<n, and H, a map to point hash
function, it is possible to verify if:

e(g,0) = He(vi,H(mi)) (2.8)

2.5 SHAMIR’S SECRET

In 1979, Adi Shamir proposed a scheme, Shamir [22], for cryptography systems based on sharing secret,
which enables the reconstruction of a parameter from a set of share secrets. Shamir defined a (k,n)
threshold scheme [22], where a secret D is divided into n pieces D1, D2, ..., Dn, and only with at least
k pieces the secret D can be rebuild. The Shamir’s scheme is presented with more details below:

(k,n) Threshold Scheme [22]: First, a polynomial function f(x) with degree k-1 is defined:
f)=apg+ a;x+ -+ ap_qxk1 (2.9)

Where the term a, is defined as the secret D. Next, the n pieces are defined as Di = f(i), where i =1,...,n.
Then, the scheme guarantees that with any subset of k pieces Di it is possible to recover the secret D,



through a polynomial interpolation. Shamir also say that his scheme is safe until k-1 pieces are revealed.
In other words, it is only unsafe if all the pieces are revealed.

With this scheme, Shamir brought a way to share a secret, divided into several pieces and only possible
to be recovered if all the reunited pieces are legitimate. The Shamir’s secret is a dynamic, flexible and
secure form to verify if a set of shares are legitimate. It is used in many areas nowadays, such image
compression, cryptography algorithms and authentication protocols, which is the main subject of this
work, enabling a scheme where a set of credentials is shared among the members of a group of devices
and providing them authentication based on the knowledge of this credential.

The Shamir’s secret is a good way to obtain group authentication and to group members authenticate
themselves. It is useful because if all members authenticate themselves, then, the group is considered
authentic and all members are trustful by just verifying if the secret generated is the same as the original.

The scheme of Shamir has the advantage of being a way of fast and dynamic authentication, because
every member checks the secret and sends the information necessary to secret generation to other
members. Then, in one verification, it is possible to authenticate all the group members. The
disadvantage of this scheme is the computational costs that is not so high, but have other operations with
lower cost. Other disadvantage is the impossibility of discovering which member is an attacker, in case
of authentication failure, because all members are authenticated at the same time, using a specific
defined secret. Therefore, it is impossible to divide the devices in subgroups and to verify which is the
attacker.

2.6 LAGRANGE INTERPOLATION FORMULA

As described by Jeffreys et al. [21], in 1795, Joseph Louis Lagrange published the polynomial
interpolation or “Lagrange interpolation polynomial”, which is a formula that makes possible to rebuild
an approximate polynomial function, through a set of points belonging to this function, where the many
are the points applied to the formula, the closer to the recovery of the polynomial.

Considering n points (xy, f(x1)), ..., (xn, f (x,,)) of a polynomial function P(x) with degree n-1, it is
possible to approximate the function P(x) using n points as follows:

rw=) re || 2= (210)
j=1 J

k=1;k+j

The larger n is, the more approximated P’(x) is to P(x). However, large n gets the calculation more
complex.The Lagrange interpolation formula is very mathematical, which makes possible to recover
functions approximated to some points of this function. In addition, this characteristic of rebuilding
brings some applications to this formula. It is largely used to rebuild compressed files, where a file can
be compressed until the minimum possible size and recovered with Lagrange component. Other usual
application is to recover damaged files, where with some samples is possible to recover an approximated
version of the original file.

2.7 LTE/LTE-A NETWORK

Holma et al. [25] affirms that LTE/LTE-A is a mobile communication standard created by 3GPP to
support the fourth generation of wireless mobile communication, named 4G. LTE is considered the
evolution of GSM, HSPA, CDMA and WiMAX systems with the proposal to improve performance and
offer higher data rates, lower latency, higher support to mobility, better handover performance, higher
spectral efficiency and other improvements. The LTE-A network was launched in 2011.

LTE brought an evolution in the architecture to mobile communication networks, which is named SAE
(System Architecture Evolution). Holma et al [25] says that SAE decreases the number of nodes between
user and the core network, improving the performance and reducing the costs of network. It also enables
an integration with other technologies or architectures used in mobile communication. SAE is divided



into two parts: the user plan, which is the Radio Access Network (RAN) and the core plan, which is the
Evolved Packet Core (EPC). Figure 6 shows LTE network’s architecture:
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Figure 6 — Architecture SAE of LTE/LTE-A network (source: [25]).

According to [25], LTE RAN or E-UTRAN is responsible of the control plane of users and the
management of radio resources, the E-UTRAN is simplified in a single element that is the eNodeB
(evolved NodeB). The eNodeB manages the user plane and establishes the connection between user and
network through the S-GW (SAE Gateway).

EPC is the core of LTE network and is the responsible of the connection with external networks, storage
and controlling the subscriber information, signaling control, management and other functions. The EPC
is compound of several entities with specific functionalities. The main entities are showed in Figure 6,
as presented in [25], and described below:

¢ MME (Mobility Management Entity): Responsible to authenticate the user equipment (UE) that is
trying to connect with the network through an eNodeB. The MME gets the subscriber information
from home network, adds it to the information that UE sent and authenticates the user, determining
the parameters of connection. In addition, MME is also responsible to the mobility management of
users, verifying the coverage of each user and providing handover information to eNodeBs.

e S-GW (Serving Gateway): It is the gateway between the eNodeB and the core network, and acts
according with the instructions of MME.

o P-GW (Packet Data Network Gateway): It is the gateway between the EPC and external networks,
so when users tries to connect with external networks the P-GW performs the routing and filtering
functions of these connections.

e PCRF (Policy and Charge Resource Function): Responsible for taxing users and QoS issues.

e HSS (Home Subscriber Server): It is the database of LTE network with the user and subscriber
information, containing eNodeB’s information. It provides information to MME in relation to UE
authentication and authorization. It also has an Authentication Center (AuC).

Interfaces: All the entities in LTE architecture are connected through certain types of interfaces. Some
of them are:

. LTE radio: It is an air interface between UE and eNodeB.

o Sl interface: It is responsible to connect the eNodeBs to EPC and it is divided into two types:
S1_U interface, which transmit issues related with user plane and connects the eNodeB with S-GW, and
S1 _MME interface, which connects the eNodeB with MME and is related with control information.



o X2 interface: It connects the eNodeBs and used for control plane information between eNodeBs
and to mobility information, like handover between eNodeBs.

. S11 interface: It is an interface between S-GW and MME.

. S6a interface: It is an interface between MME and HSS and it transfers authentication and
subscription data for authenticating or authorizing user access.

) S5 interface: It is an interface between S-GW and P-GW and it serves like a tunnel to external
connections.

Holma et a. [25] also says that:

e The LTE/LTE-A is based on OFDMA, in the downlink and on SC-FDMA in the uplink. It enables
a spectrum flexibility and use of multiple subcarriers, resulting in high data rate.

e LTE uses MIMO to enhance the data rate taking advantage in propagation in multiple paths.

e The system enables 100Mbps peak date rate for high mobility and 1Gbps peak date rate for low
mobility.

e Have a peak spectral efficiency of 15 bits/s/HZ.

e Have a bandwidth scalability to 40 MHz.

e Guarantee a latency to user plane of 10ms.

e Handover interruption in no more than 60ms (worst case).

e Supports other radio access systems and other radio frequency (RF) technologies.

2.8 AVISPA TOOL

Automated Validation of Internet Security Protocols and Applications (AVISPA) [6] is a formal
verification tool that provides the simulation of Internet security-sensitive protocols. The High-level
Protocol Specification Language (HLPSL) is the language used by AVISPA. According to Armando et
al. [7] “it is an expressive, modular, role-based, formal language that allows for the specification of
control flow patterns, data-structures, alternative intruder models, complex security properties, as well
as different cryptographic primitives and their algebraic properties”. The HLPSL code of a protocol is
divided into roles, one to each entity involved in the process and session and environment roles.

Each entity’s role describes its behavior during the protocol execution. All the parameters necessary to
build the messages are generated and monitoring is added to the parameters that need to have their
secrecy preserved. Then, the messages are sent to the recipient, which perform the generation of new
parameters and follows with the message exchange.

The session role determines how the entities are related and how the sessions are established. One
possible session has the participation of all the entities or may include an additional entity, the intruder.
The environment role describes the environment of the protocol, presenting sessions’ composition and
the intruder’s knowledge.

The tool used in this work has four back-ends, two of them were used to validate our proposed protocols,
the On-the-fly-Model-Checker (OFMC) and the Constraint-Logic-based Attack Searcher (CL-
AtSe). The other two back-ends could not be used because they did not support some of the operations
used in our protocols, as point multiplicative and XOR operations. The back-ends used return “SAFE”
if no problems were detected, otherwise it returns “UNSAFE”, meaning that security properties were
violated and the protocol is vulnerable to specified attacks.
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Chapter 3 A LOW COST GROUP AUTHENTICATION
PROTOCOL FOR THE INTERNET OF THINGS

Resumo: Este capitulo apresentard uma breve descricdo de alguns protocolos propostos para a
autenticacdo de grupos de dispositivos MTC em LTE/LTE-A e a proposta de um novo protocolo de
autenticacao de grupos baseado no protocolo ECDH e em emparelhamento bilinear. Além disso, sdo
apresentadas uma anélise de seguranca e comparagfes entre o protocolo proposto, o protocolo de
referéncia 3GPP EPS-AKA e outros trés protocolos estudados. Serdo comparadas as propriedades de
segurancga e 0s custos computacionais, comunicagdo, armazenamento e verificagcdo. Finalmente, é
apresentada a validacdo formal do protocolo proposto utilizando o AVISPA, uma ferramenta que
permite avaliar o atendimento a propriedades de seguranca e objetivos de protocolos de autenticacao.
A avaliacdo da performance permite concluir que o protocolo proposto é mais vantajoso que as
referéncias comparativas.

Abstract: This chapter briefly describes some protocols proposed for the authentication of MTC groups
of devices in LTE/LTE-A and presents a new group authentication protocol based on both ECDH
protocol and bilinear pairing. It also provides a security analysis and comparisons among the proposed
protocol, the 3GPP EPS-AKA reference and other three protocols studied. The comparisons regard the
security properties and the computation, communication, storage and verification costs. Finally, a
formal validation of the protocol by AVISPA, a tool that evaluates the fulfillment of the security
objectives of authentication protocols is presented. The performance evaluation allows to conclude that
the proposed protocol is more advantageous than the comparative references.

3.1 INTRODUCTION

The Internet of Things (1oT) aims at the connection of billions of devices worldwide. It is directly linked
to several applications, as Smart Grid, Vehicular Networks and Mobile Health (m-Health), expected to
efficiently connect an assortment of types of device and concomitantly perform any type of application.
One of the main challenges for the accomplishment of such a mass of connections is the secure and
efficient authentication of the large number of devices involved the process.

A good solution is the aggregation of the devices into groups and their simultaneous authentication with
the server network (SN). The current 3GPP standard EPS-AKA [1] authentication protocol is not suitable
to large groups of devices, because it authenticates each device individually. In the 10T case, it can cause
problems, such rise of computational and communication costs, and security vulnerabilities that might
compromise both the communication and operation of the devices, mainly because many of them are
resource-constrained.

Several group authentication protocols have been developed to decrease the communication and
computational costs and provide the appropriate safety that MTC requires to flawlessly work. Some of
them use the Elliptic Curves Diffie Hellman (ECDH)-based protocol to hold on Forward Secrecy and
Backward Secrecy (FS/BS). Despite security advantages, ECDH-based protocols require higher
computational costs in comparison with protocols based on symmetric cryptography. Cao et al. [9] use
bilinear pairing in the authentication process, which can provide fast authentication to the devices, as all
of them are authenticated with a single operation and reduce of the communication costs, mainly when
associated with identity-based signatures.

The remainder of the chapter is organized as follows: Section 3.2 addresses some related work and the
description of the work by Cao et al. [9] and Fu et al. [12]; Section 3.3 presents the proposed protocol
with an initialization phase and mutual authentication and key agreement; Sections 3.4 and 3.5 report
on the security analysis and the performance evaluation of the protocol, respectively; Section 3.6
presents the formal verification of the proposed protocol; Finally, Section 3.7 provides the conclusions.
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3.2 RELATED WORK

Several protocols for group authentication have been proposed for MTC in LTE/LTE-A, since the
increase of connected devices caused by 10T has been recognized. Among these protocols, we selected
the following ones:

e Caoetal. [9] - GBAAM: Group-based Access Authentication for MTC in LTE Networks;

e Fu et al. [12] - A privacy-preserving group authentication protocol for machine-type
communication in LTE/LTE-A networks;

o Lai et al. [14] - SE-AKA: A secure and efficient group authentication and key agreement
protocol for LTE networks.

The criteria adopted for papers’ selection were the employment of asymmetric cryptography, challenge-
response and ECDH, which is a robust way to preserve FS/BS. As well as good performance and the
publication in periodicals or events of good quality. Additionally, [9] was selected for a more detailed
analysis because it uses bilinear pairing to verify the devices and [12] and [14] were selected because
they use pseudo identities to protect the permanent identity of the devices.

3.2.1 GROUP AUTHENTICATION PROTOCOL DEVELOPED BY CAO
ET AL. [9]

Cao et al. [9] developed a group authentication protocol based on aggregated signatures. Its main
objective is to perform a secure and efficient mutual authentication and a key agreement among groups
of devices and a server MME. The protocol comprises two phases, namely register phase and group-
based access authentication phase.

In the register phase all devices must prove authentic to the KGC to receive their private keys. A leader
is elected to aggregate all the devices signatures. In the authentication phase the MME employs bilinear
pairings to verify the aggregated signature of the MTCDs. In case of a verification failure, the MME
divides the signature group into subgroups and remakes the bilinear pairing in each of them, until it
detects the subgroup with an invalid signature. It performs successive divisions and repeats process until
it finds the invalid signature. Despite its security robustness and simple verification process, the use of
ECDH combined with the bilinear pairing increases computational costs, which may be a problem to
resource-constrained devices. Table 1 presents the main entities involved in the authentication procedure
and Table 2 provides all the notations described in Cao’s paper.

Table 1 - Main entities involved in the architecture of Cao et al. [9] protocol

Abbreviation Entity
MTCDi Mobile Terminal Communication Device j of group i
MTCDieader Mobile Terminal Communication Devices’ group leader
HSS Home Subscriber Server
MME Mobile Management Entity

12



Table 2 -— Notations used by Cao et al. [9]

Notation Definition
p A k-bit prime
Zy A prime finite field
Gy, G, Two elliptic curve groups
P Generator for group G
e(--) Bilinear pairing functione: G1 X G1 —— G»
ha(.) A hash function hi: {0,1}* —» G:
h2(.) A hash function h,: {0,1}* — Z,
hs(.) A hash function hs: {0,1}* X G1 —» Z;
Texpi Ti i’s expiration time/ current time
IDi Identity of node i
XIPK Private/Public key of KGC (x € Z") (PK = xP)
GID MTC group’s identity
SID; i’s private long-term key generated by KGC
(Smme, Rmme) MME’s private long-term key
SKMME Session key between MME and MTCDi
I Concatenation operation
* Elliptical curve scalar multiplication operation
— Secure channel
-———— Insecure channel

Its architecture is like the 3GPP LTE, with the addition of an MTC Server that can be located inside or
outside the LTE architecture. KGC can be integrated with the HSS. The channel between MME and
HSS is secure. The two phases of the protocol are described below.

Register phase: According to Cao et al., [9] this phase is executed only once. Its main objective is to
share secret parameters and keys among the entities to be used in the authentication phase. A group of
MTCDs is created based on some common characteristics, as location. The group receives its GID and
elects an MTCD leader according to communication capability, communication link quality, and storage
and battery status. Each MTCD and MME contact the KGC through a adapted version of EPS-AKA
protocol to obtain their private key. The KGC generates and publishes the system parameters {p, G1, G2,
e, P, PK, hy, h2 hs} and keeps the master key x secret. The register phase is detailed in Figure 7.
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MTCDi MME HSS

1. ID Request

3. Authentication Data Request

>

(IMSI], SN identity, Metwork Type, GID)

Generates

RAND AUTNXRES Kysur
And compute
'Qp_',. ” ”IJ}‘I_J“;. lrul.“”'

Stp, = xQrp,

4. Authentication Data Response

<

RAND, AUTN XRES Kasuz and Sios

Store AVs and Sio
5. User Authentication Request

(RAND AUTN KSlazmE)

Verify AUTM and
Computes RES

6. User Authentication Response

Compute CK, IK and Kasuc Compare XRES and RES

7. User Authentication Success

((SIDi) Kasme)

Decrypt ((S1Di) KASME)
Stores SiD

Figure 7 —Register phase in Cao et al. [9] protocol

Group-based Access Authentication phase: The mutual authentication between the group of MTCDs
and MME is accomplished in this phase and the respective session keys are generated. Each MTCD
generates a random number, ryrcp; @nd a signature Vi that is sent to the group leader to be aggregated
with other MTCDs signatures and then sent to MME to be verified. The MME generates an ECDSA
signature that is encrypted with its private key and sent to the devices to be verified. Each device
computes the MME public key and decrypts the signature for the verification of ECDSA. Figure 8 shows
the detailed message exchange in the authentication phase.
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Generates rurcpi€ Z p
Uj = rutcpi* P
hj = ha(IDmtepi, GID, Ti, Ui)

Wz = SIDpTCDi® hi ™ rvTepi” PK

1. Access request message

(IDgrcpi Ui Vie GID, T S5 0)
Computes:
V=YY"V

=1

2. Aggregation Request Message
(IDprcpte-IDuTCDne Yireer Upne 1y wenr Tipe V, GID)

Checks i Taypi IS expired
Checks if Tjis valid

hj = ha(IDMTCRi- GID, Tj, Uj)
Qipi = h1{IDyTcpi | GID)

Verifies:

e(V,P) = (X", [Q1p, + hiUi], PK
Generates rumee Z p

Umme = rmme* P

Uses (spme Rume) to sign {Une Tvmey

opme is the ECDSA signature
3. Access Response Message

(IDpme: Rume: Unme: TMme, Tume)

Generates the session key:

4. Access Response Message SKymei = r*Ui = i rame” P

Computes:
PKume = na(IDyme. Rume) PK + Rume

Verifies ope Using PKyve

If successful verification:
SKumei = r'Uj = ruteoi mame” P
Figure 8— Group-based Access Authentication phase in Cao et al. [9] protocol

Cao et al. [9] do not guarantee the anonymity of the entities involved. All identities are sent in plaintext,
which enable attackers to track and identify those involved in the authentication procedure. Additionally,
if many attackers decide to send illegitimate signatures to the leader, it does not perform any type of
verification to guarantee the legitimacy of the aggregated signature generated. Furthermore, when the
MME receives the message with aggregated signature, it also receives the timestamps from all the
MTCDs members of the group. It verifies all such timestamps, however, if any synchronization problem
has occurred, the protection can suffer from loss of effectiveness. In cases with many invalid signatures,
the MME executes the full process of MTCDs authentication several times until the denial of service.

According to Lai et al. [14] redirection attack may occur because neither the MME nor the HSS verify
the authenticity of the Base Station involved in the process. For example, an attacker BS may trick the
MTCDs by making them to believe it is legit and deviating the traffic to itself, so it can obtain user
information. This attack could be avoided with the verification of the LAI’ reported by the MTCD with
the LAI of MME’s knowledge. Giustolisi et al. [19] says Cao’s protocol major issue is “...that
registration and group-based access authentication must be executed with the same MME. This choice
cancels the benefits provided by the group-based approach because the required signaling between
MME and HSS is the same as required in traditional AKA.”
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3.2.2 GROUP AUTHENTICATION PROTOCOL DEVELOPED BY FU ET AL. [12]

Fu et al. [12] designed a privacy-preserving group authentication protocol based on ECDH that
simultaneously authenticates all devices in a group. The scheme defines a family of pseudo identities
for each device that protects their permanent identities. Despite its capacity to prevent DoS attacks, it
cannot protect a redirection attack

The protocol main objective is to perform a secure and efficient mutual authentication and key
agreement among groups of devices and a server MME and comprises two phases, namely initialization
phase and mutual authentication phase. The architecture is similar to 3GPP’s architecture and the MTC
Server is located outside the EPC. All the entities involved in the protocol are presented on Table 3.
Additionally, Table 4 provides all the notations described in Fu’s paper.

Table 3 — Main entities involved in the architecture of Fu et al. [12] protocol

Abbreviation Entity
MTCDwmewmeers  Mobile Terminal Communication Device members of
group
MTCDieader Mobile Terminal Communication Device’s group
leader
HSS Home Subscriber Server
MME Mobile Management Entity

Table 4 - Notations used by Fu et al. [12]

Notation Definition
p A k-bit prime
Zp A prime finite field
G, G Two elliptic curve groups
P Generator for group G
hi(.) - ha() Message authentication function
hs(.) - ha() Key generation function
IDi Identity of node i
ID*MTCDi-j The z-th pseudo identity of mTcDi-j
x/PK Private/Pub